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TOM TAT

Tinh trang gid mao cac loai van ban, tai liéu quan trong trén gidy nhw bang cép, chirng chi va céc loai vén ban
phap ly khac ngay cang nghiém trong va tinh vi hon. Véi cac muc dich liva dao, chiém doat tai san, xin viéc lam, bd
nhiém chirc vy,... nhdm qua mat cac co quan coéng quyén, diéu nay da dan dén nhirng thiét hai to I6n vé vat chat
cling nhw sw suy gidm vé niém tin va gay nhiéu bt n trong xa héi.Trong bai bao nay, ching t6i d& xuit mot giai
phap c6 tinh kha thi cao trong viéc phat hién va phong chéng giad mao cac loai van béng, chirng chi, gidy t& phap ly, ...
dwoc xuét ban & dang ban in. Gidi phap dwoc dé xuét, tng dung céng nghé ma vach 2 chidu QR két hop véi chi ky
sb,s&r dung thuat toan mat ma héa khéa cong khai (RSA) gilp viéc ma héa, gidi ma va xac minh théng tin trén van
ban in mét cach chinh x&c,an toan va nhanh chéng véi cac thiét bi dién thoai théng minh hay dau doc ma vach.

Tir khéa: ma QR; thuat toan RSA; chir ky s6; khéa bi mat; khéa céng khai; trung tdm chirng thwe chiv ky sb;
ham bam.

ABSTRACT

Forgery of important paper-based documents such as diplomas, certificates and other legal documents is more
and more serious and sophisticated. For the purposes of fraud, appropriation of property, job application assignment
and authority swindle, this has led to material loss, belief deterioration as well as social instability. This paper
proposes a feasible solution to the forgery of paper-based diplomas, certificates and legal documents. With the
application of QR bidirectional barcode and digital signatures and the usage of RSA algorithm, this proposed solution
makes encryption, decryption and verification of information in a text on smart phones and barcode readers done
correctly, safely and quickly.

Key words: QR Code; RSA algorithm; Digital signature; Private Key; Public Key; Root-CA; Hash function.

1. Pit van dé nhu: cic loai gidy to tiy than (gidy phép ldi xe,
CMND, gidy kham sirc khée, visa...), cac loai gidy

Trong nhimg niam gan déy, tinh trang gia ; -
to ching minh s¢ hitu tai san (giay to dat dai, nha

mao tai liéu, gidy to (¢ dang ban in) nhim muyc

dich lira ddo ngay cang gia tang. Loi dung sy phat  CUa,.. ), cac loai bang cap (bang dai hoc, cao dang,

trién ctia khoa hoc cong nghé; su so hé trong cong
tac quan ly cua cc co quan, td chirc; cong v6i su
thiéu hiéu biét ctia mdi ca nhan; cic dbi tuong
pham tdi da tao ra nhiéu gie”iy to, tai liéu gia mao
dé thuc hién cac hanh vi lira ddo gy ra nhirng thiét
hai to 16n. Nhiéu gidy to gia mao gidng dén mirc
néu khong c6 phuong tién k§ thuat va nghiép vu
chuyén mon thi kho 1ong phat hién duge. Vi vay,
sO nan nhan cac vu lira dao bang gidy to tai liéu
gia van khong ngung tang lén.

Mot sb loai gidy to thuong hay bi gia mao
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chitng chi ngoai ngit, tin hoc,...), dén cac loai van
ban, quyét dinh ctia cac cip co thim quyén.

Thi doan phé bién, dé thyc hién va c6 thé
tao ra v6i s6 luong nhiéu loai gidy to, tai liéu gia
ctia cac doi twrong 1a dung phin mém thiét ké, xur
1y hinh anh ¢ 1am gia tai liéu, hinh diu trén may
vi tinh rdi in ra gia‘iy in anh, giéy cing. Pac biét,
kho phat hién hon ca 1a viéc cac dbi tuong sur dung
phoi, miu gidy to, tai liéu that ciia co quan, to
chire, roi lam gia ndi dung, chir ky va con déu;
hoic tay toan b ndi dung trén gidy to that nhung
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van giit nguyén chit ky va hinh dau, sau d6 thiét ké
ban in trén may vi tinh va in gia lai toan bd noi
dung. Vi vdy nan nhan khéng chi la c4 nhan ma
con 1a céc to chirc, co quan va viéc phat hién toi
pham thudng qua mudn.

Trong bai béo nay, ching toi dé xuat mot
giai phap c6 tinh kha thi vé cong nghé vamang lai
hi€u qua kinh té cao, nham khéc phuc triét dé tinh
trang gia mao céc loai van bang, chimg chi, giy to
phép 1y trong xa hoi.

2. Co sé cta viéc nghién ciru

Ngay nay, v6i su phat trién nhanh chong
cua khoa hoc cong nghé, dién thoai thong minh
(PTTM) ngay cang trd nén phd bién, cing vdi su
phat trién cua ha tang vién thong, mang Internet,
3G,... PTTM d4 tré thanh thiét bi giai tri hang dau
trong thé giéi cong nghé.

2.1. Cong nghé ma vach 2 chiéu QR Code

QR la tir viét tit ciia Quick Response (“Ma
phan hoi nhanh) hay con goi 1a ma vach ma tran
(matrix-barcode) 14 dang mi vach hai chiéu (2D)
dugc phat trién vao nam 1994 boi cong ty Denso
Wave, Nhat Ban. M4 QR (QR code) c6 thé duoc
doc bdi may doc ma vach hay DPTTMc6é chic nang
chup anh véi phan mém dé quét ma vach, trong d6
str dung thut toan sira 16i Reed-Solomon [1].

QR code gdm nhitng module mau den, duogc
xap xép theo nhimng quy luat nhat dinh trong mot 6
vudng c6 nén trang. Sy t6 hop nhitng module nay
d3 ma hoa cho rét nhiéu loai di liéu, bao gdbm: link
dan dén trang web, hinh anh, thong tin, chi tiét vé
san phdm, quang c4o cho san pham.

r- Vung nhan dién

v v

Vung dir li¢u

>

-{ l-<_
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Hinh 1. Cdu triic ciia OR Code

Cac QR code nho nhit 1a 21x21 pixel, va
16n nhat 12 177x177, mdi mau c¢6 kich thude khac

nhau d6 duogc goi 1a mot phién ban [2].

Khd nang siva I6i: Kha nang lwu triv div ligu: [2]

Chuin|Sira 16i| | Loai dirli¢u | Luu trir
L 7% Numeric 7,089 ky tu
M 15% Alphanumeric | 4,296 ky tu
Q | 25% | |Nhiphan 2,953 bytes
H 30% Kanji/Kana 1,817 ky tu

Cac logi dinh dang dir liégu QR code co khd
ndang ma hoa:

- bia chi URL

- Vén ban (Text)

- Hinh anh (Images)

- S6 dién thoai

- Tin nhin (SMS)

- Thong tin lién hé (Contact details)

- Vi tri dia ly (Geo-location)

- Mat khau truy cap Wifi

- bia chi email

- Thdng tin ca nhan trén mang xa hoi

- Thong tin su kién (Events)

- bia chi download,...

2.2. Chii ky s6 va thudt todn khéa cong khai

Chir ky s6 (Digital Signature) 1a mot dang
chir ky dién tr. Chir ky s6 dugc tao ra boi nguoi
ky dong vai tro nhu chit ky ddi v6i ca nhan hay
con ddu ddi voi doanh nghiép va duge thira nhan
vé mit phap 1y. Chir ky sb dya trén cong nghé ma
khoa cdng khai (RSA).

Viéc kiém tra 13 so sanh tinh dong nhit cua
khoa bi mat trén chit ky sb cua nguoi gui dén, voi
khoa cong khai duoc luu trit trén hé thong may
cht cua nha cung cép dich vu chimg thyc chir ky
s6 (Root Certification Authority — Root CA) [3].

Hién nay & Viét Nam va nhiéu qudc gia trén
thé gi6i, da thira nhén tinh phap 1y cta chit ky sb
va dugc ung dung nhiéu trong cac hoat dong giao
dich dién tar.

2.3. Ham bam
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Ham bam (Hash function) la giai thuat
nham sinh ra cac gia tri bim twong mg véi mdi
khéi dir liéu, gia tri bam dong vai tro gﬁn nhu
mot khoa dé phan biét cac khdi dir lidu. Hién nay,
ham bam duoc st dung cac thuit toan ma hoa di
liéu c6 d6 an toan cao nhu MD5, SHA-2. Ham
bam dugc st dung cho nhiéu ung dung bao mat
thong tin nhu ching thuc hay kiém tra tinh nguyén
ven cua thong diép [3].

2.4. Cic kj thudt truyén thong trong phong
chong gid mao
2.4.1. Nhén dang bang phwong phdp triec quan

Dua vao kién thirc va kinh nghiém cua
nguoi kiém soat vé dic diém, hinh dang, kich
thudc, mau sic, dau vét cia mot sd loai giéy to tu
d6 phat hién ra cac tai li€u that gia.

2.4.2. Sir dung tem chong gid mao

Tem chéng gii Hologram: dugc san xuit
bang cong nghé laser hién dai khong dung muc in.
Mau sic clia tem 1 mau tan sic anh sang bién doi
theo timg géc quan sat. Tem bam chic déu trén bé
mit cic san phim va s& ty pha huy néu boc ra dé
tai su dung [4].

Tem chéong gid Decal vé: st dung cong
nghé phat quang va cong nghé nhiét. Khi cho bé
mit tem tiép xtic v6i nhiét @6 thi mau sic va hinh
anh cua tem sé& thay d6i. Khi boc tem s& v thanh
tirng manh nho [5].

i T CouAN VA PHAN VIEN KHOA HOC HINH 8U
BAO VE NGUOI TIEU DUNG VIET NAM
0,
s BO c5NG AN

o] Noide cao e
&9
8. 3] eplasem e
233 oy
o o B 0 160 06 ) chG HhwG ik sus TEM CHGNG HANG GIA

Hinh 2. Tem ky thugt s6 Hinh 3. Tem Decal vé

Tem chéng gid ky thudt sé: tem si dung
cong nghé chdng gia bang ma PIN, in 1én tem mot
diy cac mi sb bi mat dudi 16p phi. Nguoi dung
xac minh san pham bang cach kiém tra ma PIN
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thong qua téng dai thoai, qua tin nhén hodc tra ciru
truc tuyén trén website [6].

2.5. Myt so két qud nghién citu va irng dung OR
code trong bdao mdt dit liéu

Nho ¢6 wu diém 1a dé dang duoc tao ra va
duoc doc bdi cac BPTTM & moi lac, moi noi nén
QR code ¢6 thé duoc st dung dé xac thuc dinh
danh ngudi ding [7], hay két hop véi chir ky dién
ttr dé x4c minh ngudn gdc cua vin ban [8].

Véi chu trac dic biét, QR code di mang lai
mot kha ndng ma hoda thong tin véi dung luong
16n, ddng thoi cho phép ngudi st dung c6 thé dinh
nghia lai cAc module cAu tric QR code, theo cac
quy tic riéng véi muc dich ma hoa va che diu cac
dit liéu thye [9].

3. Pé xuit giai phap xac thue tai liéu sir dung
QR code

Giai phap dugc dé xuat nham xac thuc cac
loai gidy to 1a van bang va chung chi (sau nay
dwoc goi tat la vin ban) & dang in. Trong do, st
dung hé théng ma vach hai chiéu QR, két hop
chir ky s6 dua trén thudt todn ma héa bat dbi
xung RSA.

Trong do, pham vi cua gidi phap dugc gioi
han cho céc loai vin ban c6 tinh duy nhét, Cu thé
bao gdm cac loai gidy t& 1a vin bang hay ching
chi, chang han nhu: bang tot nghiép, gidy phép lai
xe (GPLX), chitng minh nhan dan, ho chiéu,...
thong tin trén cac loai van ban thuong don gian, c6
dong va xac dinh rd danh tinh cta ca nhan va td
churc s¢ hitu hay phat hanh vén bén.

3.1. Mo ta gidi phap

Trong tdm cua gidi phép tdp trung vao
viéc tao va xac thuc tinh hop phap ciia QR code
dugc in trén van ban. Giai phap duogc tom lugc
nhu sau:

Buwée 1: Rut trich thong tin dédc trung cia
vin ban;

Buée 2: Tao QR code tur: cac thong tin dac
trung, két hop véi chit ky sb ciia don vi phat hanh
vin ban;


http://vi.wikipedia.org/wiki/MD5
http://vi.wikipedia.org/w/index.php?title=SHA-1&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Ch%E1%BB%A9ng_th%E1%BB%B1c&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=T%C3%ADnh_nguy%C3%AAn_v%E1%BA%B9n_c%E1%BB%A7a_th%C3%B4ng_%C4%91i%E1%BB%87p&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=T%C3%ADnh_nguy%C3%AAn_v%E1%BA%B9n_c%E1%BB%A7a_th%C3%B4ng_%C4%91i%E1%BB%87p&action=edit&redlink=1
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Bude 3: In QR code 1én vin ban;

Buéc 4: Nguoi dung sir dung thiét bi doc
mi vach hoic DPTTM c¢6 phan mém duoc thiét ké
riéng trong viéc xac thuc QR code nay.
3.2. Gidi phap xdc thyec tai liéu

Bing 1. Danh muc cdc tir viét tdt

Tw Y nghia

Sl Specific Information: thong tin dac trung

PK  |Private Key: Khoa bi mat

QK [Public Key: Khoa cdng khai

DS |Digital Signature: chit ky sb

Epk |Ham ma hoa dir liéu véi thuat toan RSA

Dok |Ham giai ma dir liu voi thudt toan RSA

H() |Ham bam

3.2.1. Giai thudt sinh QR code

Buwéce 1: Trich thong tin dac trung SI cla
van ban (duwoc thuc hién thi cong);

Budée 2: Tao chit ky s DS, bang cach két
hop gitta PK cta don vi phat hanh véi SI ctua van
ban, st dung ham bam H() va ham ma héa Epk ctia
thuét toan RSA. Ta c6 DS: Epx(H(SI), PK);

Buéce 3: Tao QR code tr cap thong tin
(DS,SI);

Buéc 4: In QR code 1én vin ban.

Giai thuat sinh QR code dugc mo ta trong Hinh 4.

3.2.2. Gidi thudt xdc thuc QR code

Buée 1: St dung dau doc ma vach hay
DTTM dé quét QR code trén tai liéu can x4c minh.
Trich ra DS va SI cua van ban;

Buée 2: Gidi ma DS bang cach sir dung
ham giai ma Dpk cua thuat toan RSA, két hop vai
khoa cong khai (QK) cua don vi phat hanh van ban
(dwoc luu triv tai Root-CA). Ta cd DecValue:
Dok(DS,QK);

Buére 3: Dung ham H() dé bam thong tin SI,
ta cé EncValue: H(SI);

Budée 4: Dbi chiéu cip gia tri DecValue va
EncValue; néu khép nhau thi QR code nay 1a hop

phap (nghia la van ban nay cé gia tri phap ly va
diege cdp boi mot co quan c6 tham quyén).

bé phat hién viéc stra doi thong tin trén van
ban, nguodi xac minh can dbi chiéu ndi dung trén
van ban véi thong tin SI (duwoc tién hanh thii cong).

PK: Khoa bi mét cla don vi
phat hanhvan bdn

L : = o
W
D 5: E-<[H[5l}, PK
W

l In QR code |énvan bdn

BTN A B KA 0 TSGR VIET M
Lot B lap - Turdes - Hsmh phasc
GRAY PHEP LAI XE/ PRIVERS §ICENSE
x

Hinh 4. Gidi thudt sinh QR code
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Wan ban
khing hop phap

Van ban
hop phap

Hinh 5. Gidi thudt xdc thuc OR code

4. Phan tich va danh gia tinh kha thi ctia giai phap

Trong phéan nay, chung t6i phan tich tinh
hiéu qué va chat luong bao mat ciia giai phap duoc
dé xuit so sanh voi cac phuong phap xac thuc va
phong chéng gia mao van ban truyén thong.

4.1. Phén tich cdc yéu té bio an ciia gidi phdp

Vi du dbi v6i mot GPLX, thong tin trén do
dugc xac dinh chinh xac va la duy nhét cho mot
cdng dan, bao gébm: ho t&n, ngay sinh, qué quén,
hinh anh nhén dang, s gidy phép, hang, thoi han
gia tri, don vi phat hanh gidy phép,...

Toan b thong tin dac trung (SI) dugc trich
rlit tir van ban (théng tin thé hién tinh duy nhdt doi
Vv6i nhitng vin ban dong loai), sau d6 duoc mé hoa
va dinh kém chit ky sé (DS) duoc tao boi PK cia
don vi phat hanh van ban. N§i dung cua PK do
don vi phat hanh vin ban quan 1y, nén chit ky s6
duogc tao ra co do tin cay cao boi thuat toan RSA.

Ma vach QR dugc tao ra tir cap thong tin
(DS+SI) va duge in 1én vin ban. Dé chimg minh
mot vian ban 1a hop phap va dd duoc phat hanh
bdi mot don vi c6 thdm quyén, ngudi xac minh chi
32

can su dung dau doc ma vach hay BPTTM cé phﬁn
mém duoc thiét ké ddc biét.

Tat nhién, QR code nay (ciing giong nhiing
OR code théng thuong khac) c6 thé duge doc va
giai ma boi bit ky phan mém doc QR code thong
dung. Piém dic biét cua ph?m mém chung toi dé
xuit ¢ day 13 c6 kha ning xac minh duoc chit ky
s6 kém theo trong QR code 14 hop phap.

Chit ky s6 duoc xac minh bang cach két hop
véi QK cia don vi phat hanh. PK va QK la mét
cdp khoa duy nhét duge tao boi thuat toan tao khoa
RSA, do mdt Root-CA cé uy tin va tham quyén
cap phat va luu giit (chang han nhw Trung tim
ching thuc chit ky s6 quoc gia Bé Truyén thong va
Théng tin). Va cho dén nay, do an toan cao cia
chir ky sb dd dwoc nhiéu cong trinh khoa hoc
chung minh.

Chung ta thir phan tich mot s6 tinh hubng ¢
thé 1am gia mao vin ban:

- Truong hop nguoi gia mao sir dung mot
khéa PK khac (khéng phdi cua don vi phat hanh
van ban) dé tao chit ky sd, trong truong hop nay
chir ky s6 s& khong duoc ching thuc bai khda QK
con lai thugc s¢ hiru cua don vi phat hanh van ban.

- Truong hop nguoi gia mao s dung hinh
anh ciaa mot QR code hop phap dé in 1én mét van
ban khéng hop phap: l1ac nay, QR code sé duogc xac
minh 1a hop 18, tuy nhién ngudi xac minh c6 thé dbi
chiéu thong tin SI (dwoc doc tir ma QR) Véi noi
dung dugc in trén vin ban dé phét hién gia mao.

- Trudng hop ngudi gia mao thay doi noi
dung trén mot van ban hop phép: luc nay, chir ky
s6 s& dugc chang thuc nhung ngudi xac minh c6
thé phat hién noi dung bi thay déi bang cach ddi
chiéu voi thdng SI.

4.2. So sdnh yéu té bio an véi cdc gidi phdp khdc

Qua phan tich, ching toi nhan thdy giai
phap duogc dé xuat c6 yéu tb bao an cao hon so véi
nhiing giai phap dugc trinh bay ¢ muc 2.4. (trong
gidi han phdt hién va chéng gia mao cdc loai vin
ban dwoc néu ¢ muc 3.)

Phuong phép xac thyc bang tryc quan: dya
chu yéu vao kinh nghiém cua ngudi xdc minh, c6
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tinh rai ro cao, mang nang cam tinh,... chi c6 kha
ning phat hién nhung khong thé ngin ngira gia
mao & muc do cao.

Céc phuong phap xéac thuc bang tem chbng
gia: tem duoc san xuit bang cac cong nghé hién
dai, dé nhan dién bang mat thudng dé phat hién
that gia, nhung nguoi gia mao van co thé tao ra
nhitng mau tem twong tu. Pac biét, ddi véi phuong
phap nay, ching ta khong thé phat hién duoc
nhting ndi dung bi chinh sura tinh vi trén cac van
ban that.

Giai phap duoc tac gia dé xuat, co tinh an

toan cao v€ bao mat (dua vao do tin cdy cua chir

ky s0), kha ning lam gia QR code gin nhu la
khong thé. Pic biét kha ning phat hién nhiing
thong tin bi chinh sira trén vin ban bang cach doi
chiéu nodi dung trén vin ban véi thong tin dic
trung SI.

V6i kha nang ty stra 16i dén 30% (véi chudn
H) [2], dit liéu luu trit trén QR code dé dang duoc
phuc hdi & mirc cho phép khi bi phai md trong qua
trinh sir dung cia van ban.

4.3. Phan tich tinh hiéu qud

Giai phap duoc dé xuat da mang lai hiéu
qua cao vé mit kinh té. Viéc tao mot QR code ¢o

chir ky s6 va in QR code 1én vin ban véi mot chi
phi thip nhat va d& thyc hién, khong doi hoi cac
thiét bi va cong nghé phuc tap so véi sir dung tem
chéng gia.

Ngoai ra, don vi sir dung giai phap can ding
ky voi mot co quan hitu quan dé s hitu mét chir ky
$6, cO gia tri phap ly cho viéc chung thuc QR code.

Chi can mét thiét bi PTTM duge két ni véi
mang Internet, bt ky ai ciing c¢6 thé dé dang xac
minh dugc tinh hop phap cia mot vin ban & bat ky
noi dau, vao bat ky luc nao.

5. Két ludn

Bai bao thuc hién viéc nghién ctru va dé
xudt mot giai phap moi, ing dung cong nghé ma
vach 2 chiéu QR két hop vdi chir ky s6 giup viéc
ma hoda, gidi ma va xac minh théng tin trén van
ban in mot cach chinh xac, an toan va nhanh
chéng voi cac thiét bi PTTM hay dau doc ma
vach. Pdi tuong nghién ciru duoc gidi han trong
pham vi xac minh va phat hién gia mao d6i voi
cac loai van bang, ching chi, gidy to phap ly,... &
dang ban in.

Két qua nghién ctru cta bai bao md ra mot
hudéng méi trong viée tng dung chir ky s trén vin
ban in két hop véi QR code.
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